#RSAC

2025 Many Voices.
RSA@ ‘ Conference One Community
r w * {

SESSION ID: CRYP-WO01 d

® ac
Hardware and Software |
Implementations:

Post-Quantum Online/Offline

Signatures

James Howe

Staff Research Scientist
SandboxAQ

https://www.linkedin.com/in/jameshowe1729/



Outline

Introduction
A refresher on Post-Quantum Cryptography
What is the Online/Offline paradigm
Why could this intersection work?

Our Contributions

Results

S A N D B OX 2 RSAC ’ C%%%?erence



#RSAC

RSAG ‘ CZZCC))%?G rence

Introduction
Why post-quantum cryptography matters

T — -

Many Voices.
One Community.

e
&



#RSAC

Why Post-Quantum Matters

The Quantum Practical quantum computers are coming
Threat RSA & ECC vulnerable via Shor’s algorithm

Standardizing quantum-secure cryptosystems.

NIST’s PQC Efforts
Q FIPS standards: ML-KEM, ML-DSA (Dilithium), SLH-DSA, & Falcon.

PQC Signature High computational costs = Slower than classical signatures.
Issues Impacts smart cards, loT, embedded devices.
2025
SANDBOX 4 RSAC ’ Conference



PQ Signature Embedded Performance

Why This Matters

Ed25519 is fast (used today in SSH,
TLS, etc.).

Falcon & Dilithium are much slower
due to heavy math operations.

Impact: Real-time applications
struggle with PQC signatures.

Solution: Online/Offline signatures

Precompute heavy operations
“offline” to make signing faster.
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What are online/offline signatures?

Introduced by Even, Goldreich, & Micali (1989, On-Line/Off-Line Digital Signatures*
1996) Shimon Ever

Computer Science Department, Technion—Israel Institute of Technology,
Haifa 32000, Israel
even@cs.technion.ac.il

Allows efficient signing on devices with limited Oded Golrich

Department of Applied Mathematics and Computer Science,

C O m p u tati O n a I p Owe r . Weizmann Institute of Science, Rehovot, Israel

oded @wisdom.weizmann.ac.il

Silvio Micali

B Smart Cards — auth for ID cards, secure L e
aCCeSS, etC. silvict@theory.lc.s.mit.cdu
PO S ( PO | nt_of_S a | e) Pay me nt Syste ms — N FC Received 19 August 1992 and revised 21 December 1994

Abstract. A new type of signature scheme is proposed. It consists of two phases.

& RF I D- b ased CO nta Ctl eSS paym e ntS - The first phase is performed off-line, before the message to be signed is even known.

The second phase is performed on-line, once the message to be signed is known, and
is supposed to be very fast. A method for constructing such on-line/off-line signature
schemes is presented. The method uses one-time signature schemes, which are very

(&) Secure Transactions — Used in low-power e st T o s ne e s e, i v

In a practical implementation of our scheme, we use a variant of Rabin’s signature

1 1 1 1 1 heme (based on factoring) and DES. In the on-line phase all is a mod
devices where fast signing is required. e of DBS e 1 » sngle modur oiphestion, e eSS
costly modular exponentiation operation is performed off-line. This implementation is

ideally suited for electronic wallets or smart cards.

Key words. Digital signatures, Integer factorization, RSA, DES, One-time signature
schemes, Error-correcting codes, Chosen message attack.
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What are online/offline signatures?

Splits signing into two phases:

Offline Phase § — Precompute expensive
operations before signing (e.g., modular

exponentiation)

Online Phase 47 — Fast signing when needed

using precomputed data

SANDBOX

On-Line/Off-Line Digital Signatures*

Shimon Even

Computer Science Department, Technion—Israel Institute of Technology,
Haifa 32000, Israel
even@cs.technion.ac.il

Oded Goldreich

Department of Applied Mathematics and Computer Science,
Weizmann Institute of Science, Rehovot, Israel
oded @wisdom.weizmann.ac.il

Silvio Micali

Laboratory for Computer Science, Massachusetts Institute of Technology,
545 Technology Square, Cambridge, MA 02139, U.S.A.
silvio@theory.lcs.mit.edu

Communicated by Gilles Brassard

Received 19 August 1992 and revised 21 December 1994

Abstract. A new type of signature scheme is proposed. It consists of two phases.
The first phase is performed off-line, before the message to be signed is even known.
The second phase is performed on-line, once the message to be signed is known, and
is supposed to be very fast. A method for constructing such on-line/off-line signature
schemes is presented. The method uses one-time signature schemes, which are very
fast, for the on-line signing. An ordinary signature scheme is used for the off-line stage.

In a practical implementation of our scheme, we use a variant of Rabin’s signature
scheme (based on factoring) and DES. In the on-line phase all we use is a moderate
amount of DES computation and a single modular muitiplication. We stress that the
costly modular exponentiation operation is performed off-line. This implementation is
ideally suited for electronic wallets or smart cards.

Key words. Digital signatures, Integer factorization, RSA, DES, One-time signature
schemes, Error-correcting codes, Chosen message attack.
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What are online/offline signatures?

Offline precomputation phase %% On-Line/Off-Line Digital Signatures®
Using a regular signature scheme, generates Shimon Even

Computer Science Department, Technion—Israel Institute of Technology,
H : Haifa 32000, Israel
SI g nlverl fy I On g -te rm keys even@cs.technion.ac.il
Oded Goldreich

G e n e rates O n e 'ti m e Si g nlve ri fy ke yS Department of Applied Mathematics and Computer Science,

Weizmann Institute of Science, Rehovot, Israel
oded @wisdom.weizmann.ac.il

Signs the one-time verify key with long term key Silvio Mical

Laboratory for Computer Science, Massachusetts Institute of Technology,
. 545 Technology Square, Cambridge, MA 02139, U.S.A.
Online Phase Aivio@ oty s .o

Communicated by Gilles Brassard

Quickly verifies the one-time key

Received 19 August 1992 and revised 21 December 1994

Sig nS the message/Cha | I enge With the One—ti me key Abstract. A new type of signature scheme is proposed. It consists of two phases.

The first phase is performed off-line, before the message to be signed is even known.
The second phase is performed on-line, once the message to be signed is known, and

I i1fi - i 1 is supposed to be very fast. A method for constructing such on-line/off-line signature

Q u I Ckl y Ve rlfles the O ne tl me SI g natu re Cre ated schemes is presented. The method uses one-time signature schemes, which are very
fast, for the on-line signing. An ordinary signature scheme is used for the off-line stage.

In a practical implementation of our scheme, we use a variant of Rabin’s signature

A We a re Ve rifyi n g tWi Ce, O n Iy WO rks if scheme (based on factoring) and DES. In the on-line phase all we use is a moderate

% amount of DES computation and a single modular muitiplication. We stress that the
11 I ly modul iati tion is performed off-line. This impl ion i
2*verifications are much faster than one regular B

S i n i n Key words. Digital signatures, Integer factorization, RSA, DES, One-time signature
g g schemes, Error-correcting codes, Chosen message attack.
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Why Falcon?

At this point you may be wondering
why not Dilithium?

Dilithium is much faster than Falcon!

There’s an order of magnitude
between them!

Surely, it's a better choice for
online/offline?
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Why Falcon?

Falcon more suited to small devices:

Compact Signatures Xy — Falcon is
3.5x smaller

Fast Verification 47— Falcon verifies
3x faster

Falcon is also a NIST PQC standard
Our goal:

Apply Online/Offline to Falcon’s
slower signing times!

Retain Falcon’s advantages
Make POS etc. PQ and practical!

SANDBOX

3000

2500

2000

1500

1000

500

Signature Size (Bytes)

64
]

Falcon-512 Dilithium2 Ed25519

RSAC | &terence



Falcon: Under the Hood &

Why is Falcon so expensive to sign? Eign[sk. u, | 5%

_ r+—s i, 13
Many FFT conversions of the secret key . ,_LshT,,puimir" ol 4]

Costs more than total Dilithium2 signing |t (= LFFT{c) @ FFT(F). — 2FFT{c) @ FFT{f)

. .
And this happens twice! do

s

ffSampling — trapdoor Gaussian sampler 2 « fSampling, (£ T):

It’s r_ecursive, uses a lot of randomness,
and is computationally expensive

==t —x) & B;
while ||s* = |&7|
Falcon requires floating-point operations (50, 51] + imFFT{(s)

And on small embedded devices with no 5 +— Lompress| s, B - sbytelen — 328
FPU means costly emulation while s = |

return o = (r, 5]

S A N D B OX 13 RSAC ’ ég%?erence




Lazy Falcon

Our Contributions Sign{sk, u, [5%])

r s {o, 1"
c + HashToPaint[r||u, g, n]

t + (—FFT{c) @ FFT{F), — JFFT{c) @ FFT{f))

dor
do
% + HSampling, (t, T);
s={t—=)0B;
while ||s|* = |5
{s0,51] + inFFT(s)
5 +— Compress| s, B - shytelen — 3Z28)
while s = |

return o == (r, 5)

S SANDBOX A 14 RSAC‘: | (Zig%?erence




Lazy Falcon

Our Contributions

Many FFT conversions of the secret key
Costs more than total Dilithium2 signing
And this happens twice!

SANDBOX 15

Sign{sk, u. |_,f:1_ ]
r s {o, 1"

c + HashToPaint[r||u, g, n]
t + [—2FFT{c) @ FFT(F). - JFFT{c) @ FFT(f))

dor
do
z + HSampling (t, T];
==k —:]-::_:Il-i:
while ||s|* = |5
{s0,51] + inFFT(s)
5 +— Compress| s, B - shytelen — 3Z28)
while s = 1

return o = (r, 5]
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Lazy Falcon

Our Contributions Sign{sk, u. |_ﬁ1 ]
_ r s {0, 1"
Many FFT conversions of the secret key e HashTaPoint(r|js, g, n)
Cost o igning 1 P a1 - ;
PN t — (- 1FFT{c) & FFT(F), — 1FFT{c) & FFT(f)
And:‘ Offline = o T
dix

z + HSampling (t, T];
==k —:]-::_:-I-i:
while ||s|* = |5
[80,51] + invFFT(s)
5 +— Compress| s, B - shytelen — 3Z28)
while s = 1

return o = (r, 5]
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Lazy Falcon

Our Contributions

Many FFT conversions of the secret key
Cost

| Offline =

ffSampling — trapdoor Gaussian sampler

It’s r_ecursive, uses a lot of randomness,
and is computationally expensive

igning

SANDBOX 17

Sign{sk, u. |_f.r*“_ ]

(ST

r s {0, 1}
c + HashToPaint[r||u, g, n]
t +— (—IFFT{c} & FFT(F), — IFFT{c} & FFT(f))
do
o
z + HSampling (t, T];
s=it—x|% B
while ||s|* = |57
[80,51] + invFFT(s)
5 +— Compress(s;, B - sbytelen — 328}
while s = |

return o = (r, 5]
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Lazy Falcon

Our Contributions

Many FFT conversions of the secret key
Cost

| Offline =

ffSampling — trapdoor Gaussian sampler

] Laaity 51

igning

SANDBOX 18

Sign{sk, u. |_f.r*“_ ]

(ST

r s {0, 1)
c + HashToPaint[r||u, g, n]

t + (—FFT{c) & FFT(F), — SFFT{c} @ FFT(f))

dlor
do
z + HSampling (t, T];
5= |E—mx]& B;
while ||s|* = |5
[80,51] + invFFT(s)

5 +— Compress| s, B - shytelen — 328)

while = = |

return o = (r, 5]
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Lazy Falcon

Our Contributions

Many FFT conversions of the secret key
Cost

| Offline =

ffSampling — trapdoor Gaussian sampler

It's recy o Ss,
and is c Lazrfy % |e

Falcon requires floating-point operations

And on small embedded devices with no
FPU means costly emulation

igning
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Sign(sk, u, | 5]

r s {0, 1"
c + HashToPaint[r||u, g, n]

|+ (- JFFT{c} & FFT(F), — IFFT{c} & FFT(f))

dor
do
z + HSampling (t, T];
== (t—x) o B;
while ||s* = |&7|
[80,51] + invFFT(s)

& +— Compress| s, B - shytelen — 328}

while = = |

return o = (r, 5
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Lazy Falcon

Our Contributions

Many FFT conversions of the secret key
Cost

| Offline =

ffSampling — trapdoor Gaussian sampler

] Laaity 25|

Falcon requires floating-point operations
And on smal

FPU means g a
i

igning
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| Sign(sk, u, | 5]

r s {0, 1"
c + HashToPaint[r||u, g, n]

|t + (—ZFFT{c} @ FFT{F), — SFFT{c} @ FFT{f))

dor
do
z + HSampling (t, T];
s =it —x5]x B;
while ||s* = |&7|
[80,51] + invFFT(s)

5 +— Compress| s, B - shytelen — 328)

while = = |

return o = (r, 5]

RSAC

2025
Conference



#RSAC

RSA@ ‘ CZZCC))%?G rence

Post-Quantum
Online/Offline Signatures

Lazy Falcon “Few Times” Signatures

Many Voices.
One Community.

Lo \dRe% .
“ I



Lazy Falcon

Our Contributions

Many FFT conversions of

the secret key _ﬂ";ﬁ

Costs more than total
Dilithium2 signing

And this happens twice!

SANDBOX

Sign{sk, u. | 5}

r s {o, 1"

c + HashToPaint[r||u, g, n]

t + (—FFT{c) @ FFT{F), — JFFT{c) @ FFT{f))

dor
do
z + HSampling (t, T];
==k —:]-::_:Il-i:
while ||s|* = |5
{s0,51] + inFFT(s)

5 +— Compress| s, B - shytelen — 3Z28)

while = = |

return o = (r, 5]
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Lazy Falcon

Our Contributions Preign{sk}
B« [g.—f: (7, —F]
Many FFT conversions of B « FFT(B)
the secret key \ o, wy — D2
Costs more than total L S~3 cpre £ Compute Target(h, uo, w1}

Dilithium2 signing T —— peburs {p = wg, w1, opre)

And this happens twice!
Compute Targetif, ug, w4y

H-| — NTTI:I.“]

t o+ R iy
t— inwNTT{E]} + ua

return

S A N D B OX 23 RSAC | Czlg%?erence



Lazy Falcon

Our Contributions

ffSampling — trapdoor
Gaussian sampler

It’s recursive, uses a lot of
randomness, expensive

SANDBOX
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Sign{sk, u. | 5}
} LI .

r+& {1
c + HashToPaint[r||u, g, n]

t + (—FFT{c) @ FFT{F), — JFFT{c) @ FFT{f))

dor
o
z + HSampling (t, T];
s={t—=)0B;
while ||s|* = |5
{s0,51] + inFFT(s)
5 +— Compress| s, B - shytelen — 3Z28)
while s = 1

return o = (r, 5]
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Lazy Falcon

Signisk. o, j)
. ] r s {0, 1}5
Our Contributions ¢ + HashToPoint({u. g, n)
e R il € £ € €
Many FFT conversions of 2 i, 51 + SampPres. (¢, B)

i ]
Sp £ &5 — Up, F1 4 F) — Uy

the secret key

Costs more than total
Dilithium2 signing

s +— Compress(s) |

return o = (r. 5}

And this happens twice! SampPre (c, B)

&+ FFT(c)
& A= [FFT[c], FFTi0]} B¢

ffSampling — trapdoor

e (-1 2aFFT(F), -1 caFFT())

Gaussian sampler > _ _
. £+ inwFFT(t); t+ round(t): t+ FFT{t)
It's recursive, uses a lot of i (FET{c), FFTO)) — i B8
randomness, expensive s invFFT(E)
return s
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Lazy Falcon

Signisk, o, p)
_ _ r s {0, 1}F%
Our Contributions ' + HashToPoint(r||p, g, n)

” e+ + Cpra
>

PHE SampPres. (o, I-ﬂ:l

Many FFT conversions of ™
the secret key

Costs more than total
Dilithium2 signing

And this happens twice!

ap £ &y — up, F1 +— F —
s +— Compress(s) |

return o = (r. 5}

SampPres (o, B)

&+ FFT(c)
& A= [FFT[c], FFTi0]} B¢

b {—: @ FFT(F), -5 - £ FFTU’J::I

ffSampling — trapdoor

Gaussian sampler q 3 _
_ t + invFFT{E); | t « round(t); J.t +— FFT(t)
It's recursive, uses a lot of & (FFT(c) FFTIO i B
randomness, expensive s invFFT(E)
return s
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Benchmarking PQ signatures

Pink i1s Falcon emulated
Most realistic for small/embedded
Shows a ~4x saving

Is Falcon using native FPU

Roughly the same savings vs Falcon
Nearly 2x faster than Ed25519

Blue is Dilithium2
Much slower verify ~3 ms

Lazy Falcon at least 1.5x faster and
nearly 13x faster with FPU

SANDBOX 28

Runtime (ms)

Total Online Signing/Verifying Cost
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Benchmarked on Raspberry Pi 3B (ARM Cortex-A53), latest GCC
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Pros and Cons of Lazy Falcon

Pros
We can sign/verify faster than Ed25519

Lazy Falcon is compatible with Falcon
Same key generation, verification has one difference

You kinda get some side-channel protection “for free”

Cons
Sig. cost is slightly bigger, but smaller than ML-DSA/Dilithium
“Few-times” signature is realistically at most 4 or 5 times

S A N D B OX 30 RSAC ’ C%%%?erence
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Thank you

More information:

« Martin R. Albrecht, Nicolas Gama, James Howe, and Anand K. Narayanan,
2025. Post-Quantum Online/Offline Signatures,

« Reference code;


http://eprint.iacr.org/2025/117
https://github.com/jameshoweee/online-offline-sigs
https://github.com/jameshoweee/online-offline-sigs
https://github.com/jameshoweee/online-offline-sigs
https://github.com/jameshoweee/online-offline-sigs
https://github.com/jameshoweee/online-offline-sigs
https://github.com/jameshoweee/online-offline-sigs
https://github.com/jameshoweee/online-offline-sigs
https://github.com/jameshoweee/online-offline-sigs
https://github.com/jameshoweee/online-offline-sigs
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