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Aims and Objectives Post-Quantum Cryptography
This research aims to provide: Conventional non-quantum cryptographic algorithms that will
Area/speed efficient discrete Gaussian sampling hardware designs  fémain secure even after practical quantum computing Is a reality.
The hardware designs are scalable with results given for both Advantages of Iat.tlce-based Crypto: AN
Encryption and Signature parameters. P“der'y'”g SRETENIRINS be Y N
Sampler designs run in constant-time and this are resilient to side- 'mpleme”t_ec.' efficiently. RO . O o mul-dimensional ticewir
channel (SCA) timing analysis attacks. Most promising as allows tor other / I ) | po_ |
Practical hardware cumulative distribution table (CDT) designs for constructions/applications beyond /P e ) (Nalaoking st the ke
both lattice-based Encryption and Signatures. encryption/signatures, e.g. IBE, ABE, 1~ . * "
homomorphic encryption etc.
Cumulative Distribution Table (CDT) Sampling (X — 2)
r —_— r) =
The use of discrete Gaussian sampling based on large pre-computed N
tables was first proposed by Peikert [2010]. The procedure works as: TS
1. The Cumulative Distribution Table (CDT) sampler requires a
precomputed table of discrete Gaussian cumulative distribution
function (CDF) values, with A-bits of precision.
2. A lookup table stores the N samples (0 = S[0] < S[1] < :-- < S[N-3] = 1).
3. CDF values S[:] are then accessed via a random sample r «— [0,1).
4. The desired sample x Is found satisfying interval S[x] S r < S[x+1],
which occurs with probability p[x] = S[x+1] - S[x]. 1 N N

5. Initial table values (close to x = 0) are more probable than values ] 7 —6—|5 43910 1 2 3 4 5|6 7 g
near the enc. The Discrete Gaussian Distribution

C. Peikert, “An efficient and parallel Gaussian sampler for lattices,” in CRYPTO, 2010, pp. 80-97.

TIME-INDEPENDENT CDT SAMPLING FOR POST-QUANTUM CRYPTOGRAPHY

Algorithm 1 CDT Sampling from Dz, via Binary Search Encryption  A-64 Signatures - r\ecd —»
Rﬁq"lll“ill;‘z:e integers main, mid, and max § 64 PinSearch I BinSearch0 BinSearchl
2 CDT values 0 _ S[,O} < é[u < e < S[N —3] = 1. —>> § /r/ Comparator| g4 e L'Zb Key/ S| D Comparator e S[mid1]] Comparator
. Uni A _ > E 1 - N v ~ £ ==
3: gln(jlfg;‘trnblyes?gﬁlfd red0,...,(2" = 1)} = ’@‘ S[mid] | Table F’ x64 64‘_ @S[mld{}] T CDF . @
Ensure: (min =0, maxr = N, mid = [(min + max)/2]) Te” — > v = 5 Registers ——> . Table Registers
> S.tart Binary Sez}rch: e Registers - E *é en p—— : 71 ]
4: while (max > min) do =5 T of vV = A (184 Samples) A
5: if (r > S[mid]) then 55 _ b S E idO id1
6: min < (mid + 1); S E amid ’ S E hit2 — ——
7 else g AMmax > g5 aMmax0 lamaxl
g: max < mid; g3 Lyhit > s hiﬂl 11 hit2
9: end if W >
10: end while
11: return o = (—1)"(mid — 1) _ ) LUT/FF BRAM | Freq. Clock | Rand. | Ops/s Ops/s/S | Time
Op. Implementation Device A ) _
/Slice (MHz) | Cycles Bits (MHz) | (MHZ/S) Ind.
Post-place and route Poppelmann & [ oo | o0 [ 863/6/231 0 61 1 35 6.1 0.26 /
results of the proposed Giineysu [21] ‘ 011/6/255 0 61 1 35 6.1 0.24 v
constant-time CDT 7P = T et VI XTSTo | ea | 1121943 0 297 5 64 59.4 135 v
sampler for Encryption 3.33 53/17/135 193 S 64 38.6 2.57 v
: 3/33 | 25 2. ~9.44
e | x| | e e Ts e e
parameters, In 2/65/3' _ ~1. ~9.4 6 5.76
comparison to existing POppelmann 6SLX25-3 | 128 | 928/1121/299 1 129 | ~7.5 | a21 | 17.2 0.06 X
CDT results TBLISS = et a 119
215 This work 6S] X753 64 577/64/179 0 IBQ 8 M 163 0.09 v
130/48/44 2 126 8 64 15.8 0.36 v
Results significantly outperform previous results for use in Signatures (ogpss = 215), and

competes for use in Encryption (o p = 3.33), with added quality of time-independence.
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