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Due to the longevity of satellites and associated

infrastructure, any public key solution needs to 

be secure for a long period of time. It is an 

ideal case study for the use of quantum safe

cryptographic solutions
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STANDARD LATTICE-BASED LWE ENCRYPTION

HARDWARE ARCHITECTURE

RING-LWE (VS STANDARD) VULNERABILITIES

www.safecrypto.eu

NETWORKED SPACE-BASED ENTITIES

Standard-LWE Ring-LWE

Large keys required (size 𝑁2).
Reduced key sizes can be used - due to ideal 
lattice assumption (size 𝑁).

Matrix-vector multiplications 
required.

Ideal representation  reduces computations 
to polynomial multiplication, allowing use of 
fast NTT multiplication.

Security is based on the LWE 
problem.

Security is based on the LWE problem with 
an additional security assumption to use an 
ideal lattice structure.

Hardware results on a Spartan 6 – LX45 FPGA, compared with other 

ring-LWE hardware results. Despite there being a 128x increase in key 

sizes, as well as the number of extra multiplications, most of the 

results compare well with, or even better, other ring-LWE schemes.
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Conventional non-quantum cryptographic algorithms that will

remain secure even after practical quantum computing is a reality.

Advantages of lattice-based crypto:

• Underlying operations can be 
implemented efficiently.

• Most promising as allows for other 
constructions/applications beyond 
encryption/signatures, e.g. IBE, ABE, 
homomorphic encryption etc.

This project aims to provide:

• The first hardware architecture for standard lattice-based crypto.

• A benchmark for future standard lattice-based cryptography.

• Area-optimised hardware architectures for encryption/decryption.

• Highly optimised discrete Gaussian sampler which is the first to

investigate the hardware impact of λ → ½λ precision reduction.
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