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Lattice-based Encryption Over Standard Lattices In Hardware
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Kevin Beeden, Thales UK, Research and Technology, UK. Quantum Safe Cryptography
, @CSIT QUB E JhoweO2@qub.ac.uk Conventional non-quantum cryptographic algorithms that will

remain secure even after practical guantum computing is a reality.
@SAFEcrypto @JamesHowel/729 Advantages of lattice-based crypto:

Underlying operations can be
Alms and Obj ectives implemented efficiently. Asctofvectoredetne
Most promising as allows for other A an infinite number of points.
constructions/applications beyond 15 ® close to a lattice point?
) ) " S (No looking at the picture.)
encryption/signatures, e.g. IBE, ABE, ‘
homomorphic encryption etc.

This project aims to provide:
The first hardware architecture for standard lattice-based crypto.
A benchmark for future standard lattice-based cryptography.
Area-optimised hardware architectures for encryption/decryption.

Highly optimised discrete Gaussian sampler which is the first to  RING-L.WE (VS STANDARD) VULNERABILITIES

Investigate the hardware impact of A — %A precision reduction.
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Abstract. In this paper, we report that we have solved the SVP Challenge over a 128-dimensional
lattice in Ideal Lattice Challenge from TU Darmstadt, which is currently the highest dimension
in the cha solved. T s |
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Standard-LWE Ring-LWE

Reduced key sizes can be used - due to ideal
attice assumption (size N).
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ongm of satellites-and associé’te\ -' Large keys required (size N2).
IERey public key solution ne . -
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, . to polynomial multiplication, allowing use of
? 4 required. .
PRIC solutions | . fast NTT multiplication.

Security is based on the LWE Security is based on the LWE problem with

STANDARD LATTICE-BASED LWE ENCRYPTION  roblem. 2n additional security assumtion to use an
Ideadl Iattice Structure.
HARDWARE ARCHITECTURE

Hardware results on a Spartan 6 — LX45 FPGA, compared with other
KEYS ring-LWE hardware results. Despite there being a 128x increase in key

sizes, as well as the number of extra multiplications, most of the
results compare well with, or even better, other ring-LWE schemes.

el

N L

d31dINVS

Operation & Algorithm Device LUT/FF/SLICE | BRAM/DSP | MHz | Cycles

LWE Encrypt (A = 128) SELX45 6152,/4804,/1866 73/1 08304
LWE Encrypt (A = 64) S6LX45 6078,/4676,/1811 73/1 98304
LWE Decrypt S6LX45 63/58/32 32768

ROWE Encrypt [14 VOLX240T | 298016/ — /143396 - i
RLWE Decrypt [14] V6LX240T 124158/ — /65174 — —
RLWE Encrypt [26 S6LX16 1121/3513/— 6361 | 23321
RILWE Decrypt [26] S6LX16 4121/3513/— 4404 | 36331
RLWE Encrypt |26 V6LXT75T 4549/3624 /1506 6361 38187
RLWE Decrypt |26 VOLX75T 4549/3624 /1506 4404 59492

RLWE Encrypt [27] S6LX9 282/238/95 136212 | 1057
RLWE Decrypt [27] S6LX9 94/87/32 66338 | 2849
ARITHMETIC RLWE Encrypt [32] V6LX75T 1349/860/— 6300 | 49751
RLWE Decrypt [32] V6LX75T 1349/860/— 2800 | 109890
ECC-P224 Encrypt XCAVFX12 1825,/1892/— 178000 | 2740
ECC-P256 Encrypt XCO5VLX85T | 18097/ — /5644 i 81300
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